NudopmannonHasi naMATKA I1J151 00y4ar0IIUXCH

C KaXAbIM TOAOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJBINE, 3TO OJHH M3 CaMBIX
aKTUBHBIX TMonb3oBaTene PyHera. Mexay TeM, NOMHUMO OTPOMHOTO KOJIHMYECTBa
BO3MOXHOCTEH, MHTEPHET HECET U MpOoOJIeMbl. JTa MaMATKa JOJIKHA IOMOYb TeOe 0e3011acHo
HaXOJUThCS B CETH.

Komnsromepnuie eupycut

KoMmnploTepHblii  BHpYC — 3TO PAa3sHOBUAHOCTh KOMIBIOTEPHBIX  IPOrPaMM,
OTJIUYUTENFHON OCOOEHHOCThIO KOTOPOHM SIBIISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHuio. B
JIOTIOJTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUUYTOKUTH Bce (pailiibl u
JaHHbIE, [TOJKOHTPOJIbHBIE MOJB30BATEN0, OT UMEHM KOTOPOro Oblia 3allyllleHa 3apa)kEHHas
MporpaMMa, a TakkKe MOBPEIUTh WIIM JaKe YHHUUTOXXHUTh ONEPAIMOHHYIO CUCTEMY CO BCEMHU
¢aiinamu B esoM. B 001bIIMHCTBE CyYaeB pacpOCTPaHAIOTCS BUPYChI U€pPE3 UHTEPHET.

Metoabl 3a1IMTHI OT BPEIOHOCHBIX MPOTrpaMMm:

1. Hcnonw3yii cCOBpeMEHHbBIE ONIEPallMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBINA YPOBEHD
3aIUTHI OT BPEIOHOCHBIX MTPOTPAMM;

2. IloctosiHHO ycTaHaBiMBai mauTu (UUQPOBBIE 3aMIaTKU, KOTOPHIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCS C 1I€NIbI0  JOpaOTKH MporpaMMbl) U Jpyrue OOHOBJICHHUS CBOEH
omnepanoHHON cuctembl. CkaunBail WX TOJIBKO C OQHUIIMaIBbHOTrO caiita paspadborunka OC.
Ecnu cymecTByeT peskuM aBTOMaTHYECKOTO OOHOBIICHHUS, BKIIIOYHU €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE TII0J] TIpaBaMH TIOJb30BaTeNs, a HE
aIMUHUCTpaTOpa. IJTO  HE  TO3BOJUT  OOJIBIIMHCTBY  BPEIOHOCHBIX  MpOrpamMm
WHCTAJTUPOBATHCS HAa TBOEM MEPCOHAIIBHOM KOMIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE MTPOrPAMMHBIE IPOAYKTbI U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMAaTUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GU3NUECKUNA JOCTYI K KOMIBIOTEPY JUIsl TIOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEUIHHE HOCUTENN UH(POpMALMHU, Takhe Kak (iemnika, /naek win ¢dain
U3 UHTEPHETA, TOJIBKO U3 NMPO(EepPeHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (DANIBI, MTOTYYCHHBIC U3 HEHANEKHBIX UCTOYHUKOB.
Jaxxe Te (ailsibl, KOTOpbIE MPUCHIAT TBOM 3HAKOMBIHN. JIydllle yTOUHU y HEro, OTIPABIISI JIM OH
Tebe ux.

Cemu W1-FI

Wi-Fi — 310 He BHJ nepefaud AaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIL OPEH/I, MapKa.
Eme B 1991 rony nHuaepnaniackas kommanus 3apeructpupoBana Openny «WECA», uro
obo3nauaso cioBocouetanue «Wireless Fidelity», koTopsiii mepeBoanuTCs Kak «OeCpOBOHAS
TOYHOCTB.

Jlo Hamiero BpeMeHH joljia apyras abOpeBuatrypa, KOTOpas SIBISETCS TaKOM ke
TexHosorueii. Oto aboOpeBuarypa «Wi—Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaHJAPT BBICIINI 3ByKOBOM TexHUKU Hi—Fi, 4TO B mepeBoie 03HAUAET «BBICOKAs TOUHOCTH.

Jla, OecrinaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsAX M a’ponopTax sIBIsETCs] OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTepHET. Ho MHOrme sKcmepThl CUMTAIOT, YTO OOIIEAOCTYIHbBIE
Wi-Fi cetu He sBIIsIIOTCS 0€30TIACHBIMH.

CoBeTbl 110 0e30mMacHOCTH padoTe B 00men0cTynHbIX ceTsix Wi—fi:



1. He mepenamaii cBoro nmuHyro uH(pOpManmio yepe3 obmenocrymabie Wi-Fi ceru.
Pabotas B HUX, JKeNaTeIbHO HE BBOAUTDH MAPOJIH JOCTYIIA, IOTUHBI U KaKWe-TO HOMEPa;

2. Hcnonb3yii 1 0OHOBISIH aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem caMbIM Thl
oOe3omacuiib cedst 0T 3aKauKH BUPYca Ha TBOE YCTPOMCTBO;

3. llpm ucnonp3oBannu Wi-Fi otkmoun ¢ynkmmio «OO0mmuii moctyn x ¢ainam u
npuHTepam». JlanHas QyHKIMS 3aKpbiTa MO YMOJIYAaHUIO, OJIHAKO HEKOTOpBIE MOJIb30BATENN
aKTUBUPYIOT €€ ISl y100CTBA UCIIOJIB30BaHUS B paboTe Ui y4yeoe;

4. He ucnonw3yii nmyoauunbii W1-F1 mis nmepenayu TUYHBIX JaHHBIX, HAIPUMED IS
BBIX0/1a B COLMAJIbHBIE CETU WJIU B AJIIEKTPOHHYIO TIOUTY;

5. MHnonp3yii Tonbko 3amunieHHoe coeauHenue yepe3 HTTPS, a nve HTTP, t.e. npu
Habope BeO—aapeca BBOIU UMEHHO «https://»;

6. B wmoOunpHOM Tenmedone orkiroun ¢yskmmioo  «[logxmouenne k- Wi—Fi
aBTOMaTH4eckm». He mormyckail aBTOMaTHYECKOTO TOJKITIOUCHHST yCTpoiicTBa K ceTsiM Wi—Fi
0€e3 TBOETO COrJiacusi.

Coyuanvuvie cemu

ConmanbHble CETH aKTUBHO BXOJST B HAlly >KU3Hb, MHOTHE JIIOU PaOOTAIOT U KUBYT
TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUITHAP]T YESTOBEK, UTO SIBJISICTCS OJTHOM
celbMOM BCEX JKUTENEH IiaHeThl. MHOIHMe MoJb30BaTeNld HE MOHUMAIOT, YTO HMH(pOpMaLus,
pa3MenieHHas UMH B COLIMANIBHBIX CETSIX, MOXKET ObITh HalieHa W MCIOJIb30BaHa K€M YT'OJTHO,
B TOM YHUCJI€ HE 00s13aTENbHO C OJarMMH HAMEPEHUSMHU.

OcHOBHBIE COBETHI 10 OE€30MACHOCTH B COLMAIIBHBIX CETSIX:

1. Orpanuup cnucok npy3eil. Y 1e0s B Jpy3bsiX HE JOJDKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JTIOICH;

2. 3amumiail cBOIO YacTHYIO *U3Hb. He ykasbiBail mapomnu, TenedoHsl, aapeca, naTy
TBOETO POXKJACHUS U APYTYIO JUUYHYIO HH(POPMAIUIO. 3II0YMBIIIJIEHHUKH MOTYT HCIIOJIb30BaTh
Jake HH(pOpMaIIMIO O TOM, KaK Thl U TBOM POAUTENHN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amumiail cCBOIO penyTaiuio — JEPKHU €€ B YHCTOTE U 3aJlaBail cebe BOIMPOC: XOTel
ObI ThI, YTOOBI JIpyrHe MOJb30BATEIN BUAETH, YTO Thl 3arpyxaems? [logymaii, npexnae yem
YTO—TO OMYOJIMKOBAaTh, HAUCATD U 3aTrPY3UTh;

4. Ecau Tel TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3Yl CBOE PEAIbHOE
UMS U APYTYIO JUYHYIO HH(OPMALIMU: UMsI, MECTO JKUTEIBCTBA, MECTO yueObl U IpOYEe;

5. MW36erait pasmemnienus dororpaduit B MuTepHeTe, rae Tl H300pakeH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPEAEIIUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpum perucrtpanuu B COLUMATIBHOW CETH HEOOXOAMMO HCIOJIb30BaTh CJIOYKHBIE
NapoJiv, COCTOAIIME U3 OyKB U HU(P U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlyis conuabHOM CETH, MOYTHI M IPYTUX CAUTOB HEOOXOIMMO UCTIONB30BaTh Pa3HbIC
napoiu. Torna eciau Te0s B37IOMAIOT, TO 37I0YMBIIIJIEHHUKHY MOJIYYaT JOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpasy.

InekmponHvle 0eHb2U

DJNIeKTPOHHBIE JIEHbIU — 3TO OYEHBb YJIOOHBIA CIOCOO IIaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYYUTh ITH I€HBIH.

DNEKTPOHHbIE IEHBI'M MOSIBUJIMCH COBCEM HEJABHO M UMEHHO M3-3a 3TOT0 BO MHOTHX [’



roCyJapcTBax 0 CUX IOpP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (PyHKUMOHHMPYIOT M O HHUX YK€ MPONUCAHO B 3aKOHE, IIe MX
pa3lensoT Ha HECKOJbKO BHUJOB — AHOHMMHBIE M HE aHOHUMHbIE. Pa3Huma B TOM, 4TO
aHOHMMHBIE — 3TO T€, B KOTOPBIX Pa3pellaeTcss MPOBOAUTH onepauuu 0e3 UACHTH(PUKALUU
MI0JIb30BATENs, @ B HEAHOHUMHBIX JECHTU(PUKALIMY [T0JIb30BATENS ABIIAECTCA 003aTEIbHOM.

Taxxe, clieqyeT paznuyarh dJIEKTPOHHbIE (hUaTHBIE JAEHbIU (PaBHBI FOCYAAPCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHBIE He(hUATHBIC IEHbIU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe € ANEKTPOHHBIMU JIEHBIAMHU:

1. TlpuBspku K cueTy MOOUIBHBIN TeneoH. DTO camMblil yAOOHBINH M OBICTPBIN CIIOCOO
BOCCTaHOBHUTh JOCTyn K cuery. IlpuBsi3aHHbIi TenedoH MOMOXKET, ecnu 3a0yaelb CBOH
IJIATEKHBIN Napoib WIM 3aiIeUIb Ha CAaliT C HE3HAKOMOTO YCTPONCTBA;

2. Hcmonp3yii ogHopa3zoBbie mapoiu. [locine mepexona Ha yCHICHHYIO aBTOPH3AIUIO
Tebe yxe He Oy/IeT yrpokaTh OMACHOCTh Kpaku MJIM NIEpEeXBaTa IUIaTeKHOTO Mapois;

3. Boibepu crnoxsblii mapoinb. [IpectynmHukam OyaeT HE MPOCTO YrajaaTh CIOKHBIN
naposib. HanexxHple maponu — 3TO Mapojid, KOTOpPBIE COAEpKAT HE MEHEEe 8 3HAKOB M
BKJIIOYAIOT B c€0s1 CTPOUHBIE U MPOMUCHBIE OYKBBI, ITU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK
3HaK JoJiiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, StRONQ!;;

4. He BBOJM CrIOM JIMYHBIE JAHHbBIE HA CATax, KOTOPHIM HE JOBEpSCUIb.

Inekmponnan nouma

DIEKTpOHHAs ITOYTa — ITO TEXHOJIOTUS U IPEAOCTABIIIEMBIE €0 YCIYTH 10 NEPECHUIKE
U MOJIYYEHHIO AJIEKTPOHHBIX COOOLIEHHM, KOTOPBIE PAaCHpenesioTCd B KOMIIBIOTEPHOUN CETH.
OOBIYHO ~ DNIEKTPOHHBIM  TOYTOBBIA  SIIMK  BBIMJISAMT  CIEAYIOUIUM  00pa3oM:
UMs_TIOJIb30BaTENA(@UMsL_JIOMEHa, Takke KpoMme IepeAauyd MpOoCTOro TEKCTa, HMEETcs
BO3MOXHOCTB TIepeiaBaTh (Pailiibl.

OcHOBHBIE COBETHI M0 0€301MaCHOI padoTe ¢ IJTeKTPOHHOM MOYTOM:

1. Hapo BbIOpaTh NpaBUJIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE €CTh OrpOMHBII
BbIOOp OECIJIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JY4IlE JOBEPSATh TEM, KOTO 3HACIIb U KTO
MIEPBbI B PEUTHHIE;

2. He ykaspiBail B 1MuHOI nourte nuuHyo nHpopmanuio. Hampumep, nydie BIOpaTh
«MY3bIKabHBIN _(hanat@» umm «pok2013» BmecTo «remal3y;

3. Hcnonb3yil NBYXATamHyK aBTOPU3AIMI0. DTO KOTJa MOMHUMO TMapoJisi HYXKHO
BBOJIUTH KOJI, IPUCHLTIaeMbIil o SMS;

4. BpiGepu cloXHBIH Tapoib. (s KaXa0ro Mmo4YToBOTO SIIIUKA JOJKEH OBITH CBOM
HAJIC)KHbII, YCTONYUBBIN K B3JIOMY 1apOJib;

5. Ecnm ectb BO3MOXHOCTh HallMCaTh CAMOMY CBOMW JIMYHBIA BOIPOC, UCIOJIB3YH ATY
BO3MOXHOCTb;

6. Hcrnonb3yli HECKOJIbKO MOYTOBBIX SIIUKOB. [lepBbIil 11 4acTHOM MEpPenucKu c
ajpecaTaMu, KOTOPBIM Thl JIOBEpPSIElIb. DTO 3JIEKTPOHHBIN aJpec HE HAJI0 UCIOJb30BATH MPHU
peructpanuu Ha popymax u cairax;

7. He otkpbiBail (ailibl U Apyrue BIOKEHUS B MHUCbMAaX, AK€ €CIM OHU MPUIIUIH OT
TBOMX Jpy3eil. Jlydiie yTouHu y HUX, OTHPABIISUIA JIM OHU TeOe 3TH (aiiiibl;

8. Ilocne okoHuaHusi pabOTHl HAa MOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKJIAAKU C



caiiTom He 3a0y/b HaXXaTh Ha «BBIATHY.
Kuoepoyanunz unu eupmyanvnoe uzoeeameibcmeo

KubepOymmuHr — mnpecienoBaHue COOOLIEHUSAMH, COAEPXKALIUMH  OCKOPOJIEHHUS,
arpecculo, 3alyruBaHue; XyJIUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHKUE C MIOMOIIBIO PA3ITMYHBIX
MHTEPHET—CEPBHUCOB.

OcHoBHBIE COBETHI 110 00pbLOE ¢ KHOEPOYNJIMHIOM:

1. He Opocaiics B 60ii. JIyummii crioco0: HOCOBETOBAThCS Kak ce0sl BECTU M, €CIU HET
TOro, K KOMy MOXHO OOpaTHTbCs, TO BHadaje yCIOKOMTbCA. Eciy Thl HauHemb OTBEYaThb
OCKOPOJIEHUSMU Ha OCKOPOJIEHUS, TO TOJIBKO €111e 00JIbIle Pa30AOKeIh KOH(INKT;

2. YmupaBisii cBoel KuOepperyTaluei;

3. AHOHUMHOCTb B ceTH MHUMas. CylecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyJIMTraHCKUNA 00pa3 BUPTyabHOM kU3HU. IHTEpHET huKcupyeT Bce
TBOM JICHCTBUSI U COXpAHSET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyJHUTEIBHO;

5. Cobmronaii cBOM BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTuB. OAHOPA30BBIE OCKOPOUTEIBbHBIE COOOIECHUS
Jydie urHopupoBaTh. OOBIYHO arpeccust MpeKpalaeTcs Ha HadyalbHOM cTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOILEHUSMHU, B
COLMAJIBHBIX CETSAX €CTh BO3MOXKHOCTb OJOKMPOBKH OTIPABKH COOOIIECHHWN C ONpe/IeeHHbIX
a/IpecoB;

8. Ecmu Tl cBuaeTens kuOepOy/ummHra. TBOM JEHCTBHA: BBICTYNIUTH MPOTHUB
npecienoBaress, MoKa3aTb €My, YTO €ro JSHCTBHS OLEHHBAIOTCS HETaTHUBHO,- MOJAEpXkaTb
KEPTBY, KOTOPOH HYyXHa TIICHXOJIOTMYECKAasi IOMOIIb, COOOIIUTH B3POCIBIM O (QakKre
arpecCUBHOTO MOBEACHUS B CETH.

Moobunvusiii menegon

CoBpemenHble cMapT(OHBI M IUIAHILETHI CoOJAepKaT B cebe BIOJHE B3POCIHbIN
(GyHKIMOHAN, U TENepb OHM MOTYT KOHKYPHPOBAaTh CO CTAallMOHAPHBIMU KOMITBIOTEPAMHU.
OnHako, CpeincTB 3alUTHl I MOJOOHBIX YCTPOWCTB MOKAa O4YeHb Majo. TecTupoBaHUE U
IIOMCK YSA3BUMOCTEH B HHMX IIPOMCXOJUT HE TaK MHTEHCHBHO, Kak 1 IIK, To xe camoe
KacaeTcsi U MOOMIJIBHBIX IPUIIOKECHHH.

CoBpemMeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAIU HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacIIupeHue (PyHKIMOHATIa BJICUYET 32 COOOW OOJBIIYI0 CIIOXKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsI 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBnsieTcs Mmo—HacrosimieMy OecruiaTHbIM. Byns octopoxeH, Benb Koraa
Tebe mpeanaraioT OeCIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KakKHe-TO IIJIaTHbIC
YCIIYTH;

2. lymaii, npexae yem oTnpaButb SMS, ¢oto unu Buaeo. Thl TOUHO 3HACIIb, TJI€ OHU
OyAyT B KOHEYHOM HTOTE?

3. HeoOxoanmo 0OHOBISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(doHa;



4. Vcnionb3yil aHTUBUPYCHBIE TPOrPAMMBI JJ11 MOOMIIBHBIX TENE(POHOB;

5. He 3arpyxaii npuiaokeHusi OT HEU3BECTHOTO UCTOYHUKA, BEAb OHU MOTYT COAEPKATh
BpPEJIOHOCHOE MTPOrpaMMHOE 00ecIieueHHE;

6. [Tocite TOro Kak ThI BBIAJEIIH C CaliTa, TJI€ BBOAWI JUYHYIO WH(OPMAIHIO, 3aiIH B
HACTpOWKH Opay3epa u yaanu COokKies;

7. Ileproguyecku mpoBepsiit Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBOMf HOMEp MOOMIIBHOTO TeJde(OHA TOJIBKO JIOASM, KOTOPHIX THI 3HACHIb U
KOMY JIOBEpsiellib;

9. Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl UM HE IOJb3yemibesa. He 3aObiBait
WHOT/1a IPOBEPSTH ITO.

Online uzpwt

CoBpeMeHHbIE OHJIAWM—UIPhl — O3TO KpacOUHbIE, 3aXBaTHIBAIOIIME pPa3BJICUCHUS,
00BEIMHAIONINE COTHU THICSIY YEJIOBEK MO BceMy Mupy. Urpoku uccieayroT 1aHHbIA UM MUp,
OOIIAIOTCS APYT C IPYTOM, BBITONHSIIOT 3aJaHUsl, CPAKAIOTCSI C MOHCTPaMH M TIOJTY4YaloT OIBIT.
3a yZIOBOJBCTBUE OHHU IUIATAT: MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WM MPUOOpPETaroT
KaKHe-TO OIIIUH.

Bce sty cpencrtBa uayT Ha TOIJEp)KAHUE W Pa3BUTHE WIPHI, a TaKXKEe Ha camy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCSI CHUCTEMbl AaBTOPU3AIMHU, BBIITYCKAIOTCS HOBBIC MAT4YU
(urdpoBbIe 3aIUTATKHU AJIs TPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo0HBIX Urpax CTOWUT OMacaThCsi HE CTOJBKO CBOMX COMEPHUKOB, CKOJBKO KpaXku
TBOET0 NapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 6E€30MMACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroit urpok BeJeT cedsl MI0X0 WK CO3/1aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIICKE UTPOKOB;

2. lloxkanylics amMUHUCTpPATOpaM WIPbl Ha IIJIOXOE€ TOBEJIEHHUE JTOTO0 WIPOKa,
XKeIaTeNbHO MPUIIOKUTH KaKHe-TO TOKa3aTeIhCTBA B BUE CKPUHOB;

3. He yka3biBail TuuHy0 nHQOpMAIUIO B Ipodaiiie urpsl;

4. YBaxkail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuimaibHbIe MaTYH U MO/IBI;

6. Mcionb3yii clioXKHBIE U pa3HbIE TTAPOJIH;

7. Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYAaTh aHTHBUpYC. [loka Tkl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

Quwunez unu Kpaxca 1U4HbIX OAHHBIX

OObIuHOM Kpakel JeHer W JOKYMEHTOB CETOJHsS YK€ HUKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM HMHTEPHET—TEXHOJOTUM 3JIOYMBIIIJICHHUKU MEPEMECTHINCh B HWHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mosiBHJIach HOBasl yrpo3a: HHTEPHET—MOIIICHHUYECTBA WM (DUIIIMHT, TJIaBHAs 1ETh
KOTOPOTO COCTOWT B TMOJYYCHHH KOH(HICHIIMATBHBIX JAaHHBIX MOJIb30BATENIed — JIOTUHOB U
napodeii. Ha anrnuiickom si3bike phishing unrtaercs kak ¢ummar (ot fishing — peionas nosms,
password — mapoib).

OcHOBHBIE COBETHI IO OOpHOE C PUITUHTOM:

1.Cnean 3a cBoum akkayHTOM. Eciaum Thl mojo3peBaeiib, YTO TBOS aHKeTa ObLIa



B3JIOMaHa, TO HEOOXOIMMO 3a0JOKMpPOBATH €€ W COOOIIUTh aIMUHHUCTpATOpaM pecypca 00
3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yii Oe3omnacHele BeO—caliTbl, B TOM 4HCJIE, WHTEpHET-Mara3uHOB U
MTOMCKOBBIX CHCTEM;

3. Ucnionb3yii cloxHBIE U pa3Hbie Mapoiu. TakuM oOpa3zom, ecinu TeOs B3IOMAIOT, TO
3JI0YMBILIIEHHUKY MOJIYy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQHIIIO B CETH, a HC KO BCEM;

4. Ecnu Tebs B3nOMald, TO HEOOXOAMMO NPENYyNpPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIeHbl Y TeOs B JIPY3bsIX, O TOM, YTO T€Os B3JIOMaJIN M, BO3MOXKHO, OT TBOETO
UMEHH OyJIeT pacchUIaThCs CIlaM U CCHUIKU Ha (DUITMHIOBBIE CAMTHI;

5. Ycranosu HagexHbli nmapois (PIN) Ha MOOMIIBHEI TenedoH;

6. OTkitoun coxpaHeHHe aposis B Opaysepe;

7. He oTkpeiBail Qailsibl 1 qpyrue BIOKEHHS B MUCbMax Ja)Ke€ €CIM OHU HPUILUIM OT
TBOMX JIpy3eil. Jlyulie yTouHu y HUX, OTIPaBJISUIM JIU OHU TeOe 3TU (ailibl.

Hudgposasa penymayua

[Mudposas penyranuus — 3T0 HETaTUBHAs WIM NMO3UTUBHAs MHPOpMalUs B CETH O Tebe.
Komnpomertupyromas uHopmaius pasMelieHHas B HUHTEPHETE MOXKET CEepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOM ku3HU. «L{udpoBas pemyranus» — 3T0 TBOW UMUK, KOTOPBIN
bopmMupyetcs U3 HHPOpMaIuu o0 Te0e B HUHTEPHETE.

TBoe MecCTO >KUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTHU
XapakTepa M pacckasbl 0 OJU3KUX - BCE ATO HAKAILIMBAETCS B CETH.

MHorue noapoCTKy JErKOMBICIEHHO OTHOCSTCS K MyOIMKAIMU JIUYHON MH(OpMaLK B
WHTepHeTe, He MOHUMAasl BO3MOKHBIX MTOCJIEICTBAN. ThI 1a’ke HE CMOXKEIb JOTaJaThCs O TOM,
gyro (oTorpadus, pasMelieHHas S5 JeT Ha3aJ, cTaja NPUYMHON OTKa3za MPHUHATH TeOs Ha
pabory.

KomMmenTtapun, pasmemenue TBoux ¢Gotorpaduit U apyrue ACHCTBUS MOTYT HeE
MCYE3HYTh Ja)ke MOoclie TOro, Kak Thl MX YJaJWlIb. Thl HE 3HAEllb, KTO COXpPAaHWI 3Ty
uH(OpMaIlHIo, Ioraja J1 OHa B MOMCKOBBIE CUCTEMBl M COXPAaHMIIACh JIU OHA, a IJIaBHOE; YTO
MOAYMAIOT O TeOe OKpY’Karolee JIOAHN, KOTOpble HAWIYT U yBUAAT 3T0. Haiitn nHbopmanmio
MHOTO JIET CIIYCTSl CMOXET JI00W — Kak M3 JOOpBIX MOOYKIEHUH, TaK U C HaMEPEHHUEM
OPUYUHHUTD Bpea. ITO MOKET ObITh KTO YI'OJTHO.

OcHoBHBIE cOBeTHI N0 3amuTe HM(pPOBON penyranum:

1. Ilonymaii, mpexae 4em 4TO-TO MyONMKOBaTh M INepeAaBaTh y ceds B Ojore wid B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npo@uiisi yCTaHOBU OTPaHUYEHHUS HA IPOCMOTP TBOETO MPOUIIS U €ro
COIEPKUMOTO, CAETANA €r0 TOJBKO «JIJI APY3€ii»;

3. He pa3memaii 1 He yka3bIBail HHPOPMAIIHIO, KOTOPAst MOXET KOT0-IN00 OCKOpOJIATH
WU OOMXKaTh.

Asmopckoe npago

CoBpemMeHHasi MOJIO/IEKb — AaKTUBHBIE TIOJ30BAaTEIM IIM(GPOBOrO MPOCTPAHCTBA.
OpHako Jaieko He BCEe 3HAIOT, YTO MOJIb30BAaHWE MHOTMMH BO3MOXHOCTAMHU IIU(PPOBOro MHUpa
TpeOyeT coOM0IeHus TIPaB Ha HHTEJIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTEIEKTyaldbHasi COOCTBEHHOCTH» OTHOCUTCA K Pa3IU4YHbIM TBOPEHUSM



YEeJIOBEUYECKOTO yMma, HauMHas C HOBBIX M300pETeHUH M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TIPOJAYKTHI W YyCIyrd, ¥ 3aKaH4YMBas KHATaMH, Qororpadusmu,
KHHO(PUIBMaMU U MY3bIKQTbHBIMH MPOU3BEICHUSMHU.

ABTOpCKHE MpaBa — 3TO MpaBa Ha UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATypbl U UCKYCCTBa. ABTOPCKHE IpaBa BBICTYIAIOT B Kau€CTBE T'apaHTUH TOTO,
YTO HMHTEIUICKTYaJbHBIA/TBOPUSCKHM TpyJa aBTOopa He OyAeT HampacHbIM, JacT eMy
CIpaBe/UIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEr0 TpyAa, IOJTYyYUTh
W3BECTHOCTh W Mpu3HaHue. HukTo Ge3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOJHUTH €T0
MIPOM3BEICHHUE, PACIIPOCTPAHATh, MyOJUYHO AEMOHCTPHPOBATH, MPOAABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJINYHO MCIONHAThH, TOKA3bIBATH/UCIIONHATE B 3QUpe WK pa3MeliaTh B
HNnrepHere.

Hcnonbs30BaHne «IMHUPATCKOTO» MPOTPAMMHOTO OOECIEUEHUs] MOXKET MPUBECTH K
MHOTHM pHUCKaM; OT MOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHU TBOETO YCTPOUCTBA,
IJIc YCTAaHOBJICHHBIM HE JieranbHas mporpamma. He cToWT Takke 3a0bIBaTh, UYTO CYIIECTBYET
JieraJibHbIC U OECIIIaTHBIE MPOTPAMMBI, KOTOPBIE MOKHO HaTH B CETH.

http://CereBu4oK.pd - TBOM IJIaBHBIH COBETYHK B CETH. 3/1€Ch Thl MOXCIIIb Y3HATh O

0€30MacCHOCTH B CETU MOHSTHBIM M JOCTYITHBIM SI3BIKOM, & NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTYyaIluu OOpaTUTHCSA 32 COBETOM, a TaKKe MPUHSITH Y4acTHE B KOHKYpCax U CTaTh CaMbIM
U (POBBIM FpaKTaHUHOM !


http://сетевичок.рф/

